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FEDRAMP 101

A COMPREHENSIVE
GUIDE FOR YOUR COMPANY




INTRODUGTION

This guide helps your
company navigate
federal cloud security

requirements and
streamiine your path
10 authorization.

This guide is intended for Cloud Service Providers who are new to the Federal Risk
and Authorization Management Program (FedRAMP). If your company is looking to
provide cloud services to U.S. federal agencies, understanding FedRAMP is crucial.
This guide will walk you through everything you need to know about FedRAMP, from
its purpose and requirements to the steps for achieving compliance.

What is FedRAMP?

FedRAMP is a U.S. government-wide program

Why is FedRAMP Important for

Your Company?

that standardizes the approach to security . Market Access: FedRAMP

assessment, authorization, and continuous

monitoring for cloud products and services.

Established in 2011, FedRAMP aims to ensure
that cloud services used by federal agencies
meet strict security requirements to protect

sensitive government data.

Key Objectives of FedRAMP

¢ Consistency: Provides a uniform set of
security controls based on the National
Institute of Standards and Technology
(NIST) guidelines.

e Cost Efficiency: Reduces the duplication
of efforts by enabling "do once, use many
times" authorizations.

+ Risk Management: Enhances the security
posture of federal data in the cloud.

authorization is mandatory for cloud
service providers (CSPs) wishing to
work with federal agencies.
Competitive Advantage: Being
FedRAMP-compliant sets you apart
fromn competitors who lack this
credential.

Trust and Credibility: Demonstrates
your commitment to security and
compliance, which can attract more
clients beyond the federal space.
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The FedRAMP
Authorization Process

Prepare

+ Determine Your Impact
Level: Assess the type of data
you'll handle to identify the
appropriate impact level.

« Gap Analysis: Conduct an
internal review to identify
gaps between your current
security posture and
FedRAMP requirements.

e« Assemble Documentation:
Start compiling necessary
documents, including the
System Security Plan (SSP).

CHOOSE YOUR AUTHORIZATION

¢ Agency Authorization:
Partner with a federal agency
that will sponsor your
FedRAMP authorization.

¢ Joint Authorization Board
(JAB) Authorization: Work
directly with the JAB,
comprising representatives
from the Department of
Defense (DoD), Department
of Homeland Security (DHS),
and General Services
Administration (GSA).

IMPLEMENT SEGURITY CONTROLS

« Align with NIST SP 800-53

Controls: Implement required
security controls based on your
impact level.

Develop Policies and
Procedures: Establish
comprehensive security policies
to support the implemented
controls.

THIRD-PARTY ASSESSMENT

¢ Hire a 3PAO: Engage an
accredited Third-Party
Assessment Organization

to perform an independent
audit.

¢ Security Assessment
Report (SAR): The 3PAO
will provide a detailed
report of their findings.

AUTHORIZATION

« Submit Package: Provide
all documentation,
including the SSP and SAR,
to your sponsoring agency
or the JAB.

« Review and Decision: The
reviewing body will assess
your package and decide
whether to grant an
Authority to Operate (ATO).

CONTINUOUS MONITORING

« Ongoing Compliance:

Regularly update security
assessments and reports.
Reporting: Submit
monthly continuous
monitoring reports to
FedRAMP.
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Navigating FedRAMP

FedRAMP compliance can be complex, but understanding the key roles and
responsibilities is the first step. This guide outlines the critical players—your company as
the Cloud Service Provider (CSP), the Third-Party Assessment Organization (3PAO), the
Sponsoring Agency, and the FedRAMP PMO. You'll also learn about essential documents
like the System Security Plan (SSP), Security Assessment Report (SAR), and more. Plus, we
offer expert tips for success and ways to overcome common challenges on your path to
FedRAMP authorization.

Roles and Responsibilities

« Cloud Service Provider (CSP): Your company, responsible for implementing and
maintaining security controls.

« Third-Party Assessment Organization (3PAO): Conducts the independent security
assessment.

« Sponsoring Agency: A federal agency that reviews your security package and grants the
ATO.

« FedRAMP Program Management Office (PMO): Provides guidance and oversight

throughout the process.

Key Documents and Templates

« System Security Plan (SSP): A comprehensive document outlining your security
controls.

o Security Assessment Plan (SAP): Prepared by the 3PAO, detailing the assessment
approach.

« Security Assessment Report (SAR): Results of the 3PAO's assessment.

o Plan of Action and Milestones (POA&M): Documents any security weaknesses and plans
for remediation.

Tips for Success

o Early Engagement: Start discussions with potential sponsoring agencies early in the
process.

« Thorough Documentation: Keep detailed records of all security measures and policies.

« Continuous Improvement: Regularly update your security practices to align with
evolving FedRAMP requirements.

« Leverage Expertise: Consider hiring consultants experienced in FedRAMP compliance.

Common Challenges and How to Overcome Them

o Complex Requirements: Break down the requirements into manageable tasks and
prioritize them.

« Resource Intensive: Allocate sufficient budget and personnel to handle the compliance
process.

« Keeping Up with Changes: Stay informed about updates to FedRAMP guidelines by
subscribing to official communications.
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FedRAMP Essentials

Understanding FedRAMP Security Levels
FedRAMP categorizes information and systems into three impact levels based on
the potential effect of a security breach:
* Low Impact: Limited adverse effects on organizational operations.
* Moderate Impact: Serious adverse effects; the most common level for cloud
services.
e High Impact: Severe or catastrophic effects; applicable to systems like law
enforcement and emergency services.
Achieving FedRAMP authorization is a significant milestone for any Cloud
Service Provider (CSP) looking to do business with U.S. federal agencies. While
the process may seem complex and resource-intensive, it opens doors to new
opportunities and long-term growth. With the right planning, preparation, and

support, your company can successfully navigate the path to compliance.

How Earthling Security Can Help

As an accredited Third-Party Assessment Organization (3PAO), Earthling Security
specializes in helping CSPs meet FedRAMP compliance requirements. Our team
offers comprehensive services, including:

* Pre-Assessment Consulting: We guide you through the initial preparation,
identifying gaps in your security posture and recommending corrective actions.

» Security Assessment & Documentation: Earthling Security performs a
thorough evaluation of your implementation of NIST SP 800-53 security
controls, ensuring your System Security Plan (SSP) and other essential
documents meet FedRAMP standards.

* Independent Security Assessment: As a 3PAO, we provide an objective and
detailed Security Assessment Report (SAR) following our in-depth audit, which
includes vulnerability scans, penetration testing, and continuous monitoring
reviews.

» Post-Authorization Support: Our services don't stop after authorization; we
offer ongoing compliance monitoring, ensuring you meet the FedRAMP
continuous monitoring requirements.

HBSG(IIII'GBS for Further Information

FedRAMP Official Website: www.fedramp.gov
NIST Special Publications: NIST SP 800-53

FedRAMP Templates and Checklists: Available on the FedRAMP
website under the "Documents & Templates" section.

FedRAMP Marketplace: FedRAMP Marketplace lists authorized CSPs
and 3PAOs.



https://www.fedramp.gov/
https://www.fedramp.gov/
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final
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