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INTRODUGTION

How Earthling
security Helps

GSPS Prepare for
CMMC Compliance

As Cloud Service Providers (CSPs) navigate the requirements of CMMC 2.0, Earthling Security offers
expert support to streamline the compliance process. Our tailored approach begins with a thorough
gap analysis, identifying areas that need improvement to meet NIST standards for CMMC certification.
We provide a detailed roadmap for closing those gaps, assist with security control implementation,
and conduct pre-assessment reviews to ensure readiness for official audits. With continuous
monitoring and ongoing support, Earthling Security helps CSPs maintain compliance and protect
sensitive defense information, positioning them for success in the DoD supply chain.

What's New with CMMC 2.0?

CMMC 2.0 consolidates the original five maturity
levels into three simplified levels, making compliance
more achievable without sacrificing security:
¢ Level 1 (Foundational): Basic cyber hygiene
practices, primarily requiring compliance with
Federal Acquisition Regulation (FAR) 52.204-21 for
contractors handling FCI.
¢ Level 2 (Advanced): Advanced practices based on
National Institute of Standards and Technology
(NIST) SP 800-171 for contractors handling CUL.
Third-party assessments are required for critical
national security information, while self-
assessments may apply for non-critical contracts.
¢ Level 3 (Expert): Based on a subset of practices
from NIST SP 800-172, this level is focused on
contractors working with the most sensitive DoD
programs. It involves more rigorous assessments
to protect against advanced persistent threats
(APTS).

Why CSPs Need CMMC
e Cloud Service Providers (CSPs) handling DoD data—

whether it be Federal Contract Information (FCI) or
Controlled Unclassified Information (CUl)—are
required to meet the security standards established
by CMMC. By complying with CMMC, CSPs can
ensure that their systems provide the necessary
protection to support critical defense missions.
Non-compliance can lead to contract loss or
restricted participation in the DoD supply chain.
With increased scrutiny on defense contractors,
aligning with CMMC 2.0 standards is vital for
maintaining existing contracts and securing new
opportunities.
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How Earthling Security Helps CSPs Navigate CMMC

As a trusted Third-Party Assessment Organization 3PAQO, Earthling Security is
uniquely positioned to help CSPs achieve CMMC certification. Our deep expertise
in federal compliance frameworks and security assessments allows us to guide
your organization seamlessly through the CMMC journey. Here's how we assist:

Gap Assessment

We start by conducting a
comprehensive assessment of
your current cybersecurity
posture, identifying gaps
between your existing
controls and the CMMC Level
you're targeting. This
assessment covers all
necessary practices from NIST
SP 800-171 for Level 2 and
NIST SP 800-172 for Level 3,
ensuring you understand
precisely what needs to be
done to achieve compliance.

Roadmap to Compliance

Based on the gap analysis, we
create a detailed, tailored
roadmap outlining the
necessary steps to achieve
CMMC certification. This
roadmap not only focuses on
technical controls but also on
policies, procedures, and
personnel training. With
Earthling Security’'s guidance,
you'll know exactly what
milestones to hit and when,
ensuring a smooth journey
toward certification.

Control Implementation

Once we identify gaps,
Earthling Security's technical
experts will work with you to
implement the necessary
controls, whether they relate
to encryption, secure
communication protocols, or
access control mechanisms.
Our team ensures that your
cloud infrastructure adheres
to CMMC best practices while
optimizing for performance
and security.
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CMMG Pre-Assessment
Readiness

Before your formal CMMC
assessment, Earthling Security
conducts a pre-assessment
readiness review to simulate
the actual evaluation. This
mock assessment allows us to
identify any remaining gaps or
weaknesses, ensuring that
your cloud systems are fully
prepared for the official
certification audit.

Expert Guidance on
FedRAMP & GMMG Alignment
Many CSPs pursuing CMMC
already have FedRAMP
authorization, or are considering it.
The good news? FedRAMP and
CMMC share many overlapping
controls, particularly in the areas of
data protection and access
management. Earthling Security's
deep experience in FedRAMP-
compliant environments (e.g.,
AWS, Azure, GCP) enables us to
streamline your efforts by mapping
FedRAMP controls to CMMC,
reducing redundancy and saving
time.

Continuous Monitoring &
Ongoing Support

Compliance isn't a one-time
task—especially under CMMC.
Earthling Security offers
continuous Mmonitoring
services to help maintain
compliance post-certification.
We provide real-time
vulnerability management,
ongoing risk assessments, and
regular audits to ensure your
cloud environment remains
secure and compliant with
evolving CMMC standards.



Why Choose Earthling Security?

At Earthling Security, we have a proven track record of helping organizations in highly
regulated industries, including CSPs working with federal agencies, achieve compliance with
complex frameworks like CMMC and FedRAMP.

« Extensive Experience: With a decade of experience in cybersecurity compliance and
federal audits, we've supported organizations across multiple industries, ensuring they
meet both CMMC and FedRAMP requirements.

¢ In-Depth Knowledge: As a 3PAO certified for both FedRAMP and StateRAMP, we bring
unparalleled knowledge of federal cybersecurity standards, helping you navigate the
nuances of each framework.

« Tailored Solutions: We understand that no two CSPs are alike. Our solutions are tailored to
your specific infrastructure, risk profile, and compliance needs.

Let’s Get Started

With CMMC 2.0 enforcement on the horizon, now is the time to prepare. Let Earthling
Security help you confidently navigate the path to CMMC compliance, ensuring your cloud
services are secure and ready for DoD contracts. Contact us today to get started on your

journey toward certification.

Task: Detailed Plan for CMMC Preparation with Earthling Security

For this task, we will outline a step-by-step plan for CSPs on how Earthling Security can help prepare for CMMC:
1. Initial Consultation
e Discuss the specific CMMC 2.0 Level relevant to the CSP (Level 1, 2, or 3).
e Review current certifications (e.g., FedRAMP or other frameworks) and potential for alignment with CMMC
controls.
2. Comprehensive Gap Analysis
e Earthling Security conducts an assessment of the CSP’s existing controls against NIST SP 800-171 (for Level 2) or
NIST SP 800-172 (for Level 3).
« Identify gaps in technical, administrative, and operational controls, outlining areas for improvement.
3. Development of Compliance Roadmap
o Create a detailed roadmap highlighting milestones, timelines, and remediation strategies for achieving CMMC
compliance.
o Address both short-term fixes and long-term strategies for sustainable security practices.
4. Security Control Implementation
¢ Assist in implementing the required security controls, focusing on areas such as encryption, incident response,
and access control.
o Work with internal teams to ensure security policies and procedures align with CMMC requirements.
5. CMMC Pre-Assessment Review
¢ Conduct a mock assessment to simulate the official CMMC audit.
o Identify and mitigate any last-minute gaps, ensuring the CSP is fully prepared for formal certification.
6. Continuous Monitoring & Ongoing Support
e Provide continuous monitoring services to ensure that the CSP maintains compliance over time.

o Offer ongoing support for any security incidents, updates to CMMC guidelines, or future assessments.

earthlingsecurity



CMMC Essentials

The Cybersecurity Maturity Model Certification (CMMC) framework is critical to the
Department of Defense’s (DoD) strategy to protect sensitive defense information
across the supply chain. As cyber threats to federal and defense contractors
continue to increase, CMMC 2.0 was introduced as an updated and streamlined
version of the original framework. The new version emphasizes flexibility and
reduced complexity, making it more accessible while maintaining robust security
protections.

e CMMC 2.0 is designed to verify that contractors handling Federal Contract
Information (FCI) and Controlled Unclassified Information (CUI) meet the
appropriate security requirements. This certification ensures that sensitive
data is adequately protected, reducing the risk of cyberattacks that could
compromise national security.

CMMC 2.0 reduces the administrative burden of the original framework but still
enforces strict cybersecurity measures. For Cloud Service Providers (CSPs),
especially those hosting data on behalf of the DoD, achieving CMMC certification is

essential for staying competitive in the defense contracting space.

For GSPs preparing for CMMC, there are several resources
avallable to help navigate the process:

Earthling Security
As an accredited C3PAO, Earthling Security is ready to guide you through every step of your
CMMC journey. We offer consulting, pre-assessments, technical support, and compliance
monitoring.

o Email: info@earthlingsecurity.com

» Website: www.earthlingsecurity.com
CMMC Accreditation Body (CMMC-AB)
The official governing body overseeing the CMMC program. Their website provides official
guidance, updates, and resources related to CMMC certification.

e Website: www.cmmcab.org
NIST SP 800-171
A foundational document for understanding and implementing the security controls
required by CMMC Level 2.

e NIST Website: NIST SP 800-171
Cybersecurity and Infrastructure Security Agency (CISA)
CISA offers free cybersecurity resources, including best practices and guidance that can
help CSPs enhance their cybersecurity posture in preparation for CMMC.

 Website: www.cisa.gov
Defense Industrial Base Cybersecurity Program (DIB CS)
This program provides resources for contractors within the defense industrial base (DIB) to
enhance their cybersecurity posture and prepare for CMMC.

 Website: DIB CS Program
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